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Abstract 
 

We propose a novel dual-stream neural architecture for secure end-to-end communication that integrates self-
supervised adversarial detection with game-theoretic defense strategies. The increasing sophistication of 
adversarial attacks necessitates adaptive security mechanisms that can dynamically respond to evolving threats 
while maintaining computational efficiency. Our framework addresses this challenge by combining a transformer-
based contrastive learning module for real-time perturbation detection with a zero-sum Markov game formulation 
to optimize defense policies under Nash equilibrium. The self-supervised stream extracts invariant features from 
communication signals and computes threat probabilities, while the game-theoretic stream dynamically adjusts 
encryption parameters and defense actions based on adversarial behavior. The two streams are jointly optimized 
to achieve provable robustness against both known and unknown attack patterns. Furthermore, the system 
interfaces seamlessly with conventional intrusion detection and encryption modules, replacing rule-based 
heuristics with data-driven adaptive strategies. Experimental validation demonstrates significant improvements 
in detection accuracy and resilience compared to existing methods. The key innovation lies in the unification of 
self-supervision and game theory within a single end-to-end trainable framework, enabling scalable and adaptive 
security for modern communication networks. This approach not only enhances real-time threat mitigation but 
also provides theoretical guarantees on defense optimality under adversarial dynamics. 
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Introduction 
 

Modern communication systems increasingly rely on 
deep learning for end-to-end optimization, yet their 
security remains vulnerable to sophisticated adversarial 
attacks. While conventional encryption and authentication 
protocols provide baseline protection, they often fail 
against adaptive adversaries who exploit learned channel 
characteristics and model vulnerabilities. Recent advances 
in adversarial machine learning have demonstrated that 
neural networks are susceptible to carefully crafted 
perturbations that can degrade performance or induce 
malicious behavior. This vulnerability is particularly 
concerning in communication systems where reliability 

and integrity are paramount. 
 

Existing approaches to secure communication systems 
can be broadly categorized into two paradigms: rule-based 
cryptographic methods and learning-based anomaly 
detection. Cryptographic techniques, while theoretically 
sound, often lack adaptability to dynamic attack patterns. 
Learning-based methods, on the other hand have shown 
promise in detecting anomalies but typically operate in 
isolation from defense mechanisms. For example, 
autoencoder-based systems and CNN architectures have 
been proposed for end-to-end learning, yet they do not 
explicitly model the adversarial dynamics that underlie 
real-world threats [1,2]. 
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The integration of game theory with deep learning 
offers a promising direction for addressing these 
limitations. Game-theoretic models formalize the 
interaction between attackers and defenders as a strategic 
competition, enabling the derivation of optimal defense 
policies under Nash equilibrium [3]. However, existing 
game-theoretic approaches in cybersecurity often rely on 
simplified assumptions about attack patterns, limiting 
their applicability to complex, high-dimensional 
communication systems [4]. 

 

We propose a novel dual-stream neural architecture 
that unifies self-supervised adversarial detection with 
game-theoretic defense optimization. The first stream 
employs contrastive learning to extract robust features 
from communication signals and detect perturbations 
without labeled attack data [5]. This self-supervised 
approach is critical for identifying zero-day attacks and 
unknown threat vectors. The second stream formulates 
defense as a dynamic game, where the defender adjusts 
encryption parameters and response strategies based on 
the attacker’s observed behavior. By modeling this 
interaction as a zero-sum Markov game, our framework 
derives provably optimal defense policies that account for 
adversarial adaptation. 

 

The key contributions of this work are threefold: 

➢ Unified adversarial detection and defense: Unlike 
prior methods that treat detection and mitigation as 
separate tasks, our framework jointly optimizes both 
components within a single end-to-end trainable 
architecture. This integration enables real-time 
adaptation to evolving threats while maintaining 
computational efficiency. 

➢ Game-theoretic robustness guarantees: By 
formulating defense as a Nash equilibrium problem, 
our approach provides theoretical guarantees on 
optimality under adversarial dynamics. This is a 
significant advancement over heuristic or rule-based 
defense strategies. 

➢ Scalability to high-dimensional signals: The use of 
transformer-based attention modules allows the 
system to process high-dimensional communication 
signals efficiently, aligning adversarial detection with 
signal integrity verification [6]. 

Our work builds upon recent advances in end-to-end 
learning for communication systems, adversarial machine 
learning and robust optimization [7-9]. However, it 
diverges from prior art by explicitly modeling the strategic 
interplay between attackers and defenders while 
leveraging self-supervision for scalable threat detection. 

 

The remainder of this paper is organized as follows: 
Section 2 reviews related work in adversarial machine 
learning and secure communication systems. Section 3 
provides necessary background on game theory and self-
supervised learning. Section 4 details our proposed dual-

stream architecture. Sections 5 and 6 present experimental 
validation and results. Finally, Sections 7 and 8 discuss 
implications and conclude the paper. 
 

Related Work 
 

Secure end-to-end communication systems have 
evolved significantly with the integration of deep learning 
techniques, yet persistent vulnerabilities to adversarial 
attacks remain a critical challenge. This section examines 
prior work across three key dimensions: adversarial 
robustness in communication systems, game-theoretic 
approaches to security and self-supervised learning for 
anomaly detection. 
 

Adversarial robustness in communication 
systems 
 

Recent studies have demonstrated the susceptibility of 
deep learning-based communication systems to 
adversarial perturbations. The work in provides a 
comprehensive taxonomy of attack vectors targeting 
wireless systems, ranging from gradient-based 
perturbations to physical-layer spoofing [10]. While 
traditional cryptographic methods offer theoretical 
guarantees, they often fail to address the dynamic nature 
of modern adversarial threats [11]. Several approaches 
have attempted to bridge this gap through robust learning 
frameworks. For instance, proposed generative 
adversarial networks to model channel uncertainties, 
though their defense mechanisms remain reactive rather 
than proactive [12]. The vulnerability of autoencoder-
based systems was further highlighted in, where 
adversarial examples could bypass authentication 
protocols by exploiting gradient information [13]. 
 

Game-theoretic security frameworks 
 

Game theory has emerged as a powerful tool for 
modeling strategic interactions in cybersecurity. The 
foundational work in established Markov games as a viable 
framework for network defense, though their application 
was limited to discrete action spaces [14]. Subsequent 
research extended these concepts to neural networks by 
incorporating adversarial training objectives [15]. 
However, these methods typically assume perfect 
knowledge of attack strategies, which is unrealistic in 
communication systems where adversaries constantly 
evolve their tactics. More recent approaches have 
combined game theory with deep reinforcement learning, 
but they focus primarily on jamming scenarios rather than 
end-to-end security [16]. 
 

Self-supervised anomaly detection 
 

The paradigm of self-supervised learning has shown 
promise in detecting adversarial perturbations without 
labeled attack data. Contrastive learning frameworks have 
been particularly effective in extracting robust features 
from communication signals by maximizing mutual 
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information between augmented views [17]. This 
approach was adapted for wireless security in, where 
invariant representations helped detect signal spoofing 
attempts [18]. However, existing self-supervised methods 
operate in isolation from defense mechanisms, creating a 
detection-mitigation gap that adversaries can exploit. The 
work in theoretically analyzed this limitation, showing that 
feature-space robustness alone cannot guarantee system-
level security without explicit defense optimization [19]. 

 

The proposed framework advances beyond these 
existing approaches by unifying their strengths while 
addressing their limitations. Unlike Wang Y, et al. (2023) 
which focuses on attack taxonomies or Khaleel YL, et al. 
(2024) that uses simplified game models, our method 
integrates dynamic Nash equilibrium strategies with 
contrastive feature learning [10,14]. This dual-stream 
architecture provides both theoretical robustness 
guarantees and practical adaptability: A combination 
absent in prior self-supervised or game-theoretic 
approaches [16,17]. The key innovation lies in the co-
optimization of detection and defense under a unified 
framework that explicitly models the attacker-defender 
dynamics while maintaining computational efficiency for 
real-time operation. 

 

Preliminaries and Background 
 

To establish the theoretical foundation for our dual-
stream architecture, this section introduces key concepts 
in game-theoretic security and self-supervised learning 
that underpin our approach. The synthesis of these 
domains enables both adaptive threat detection and 
provably optimal defense strategies in communication 
systems. 

 

Markov security games 
 

Security interactions between attackers and defenders 
can be formalized as stochastic games where players’ 
actions influence both immediate rewards and future 
system states. Building upon the framework established in, 
we model the communication security scenario as a zero-
sum Markov game with the following components [14]: 

 

𝐺 = (𝑆, 𝐴𝑑, 𝐴𝑎, 𝑃, 𝑅, 𝛾) … (1) 
 

Where S represents the system state space (e.g., signal 
integrity metrics, channel conditions), A_d and A_a denote 
the action sets for defender and attacker respectively, 
𝑃: 𝑆 × 𝐴𝑑 × 𝐴𝑎 → 𝛥(𝑆) defines the state transition 
probabilities, 𝑅: 𝑆 × 𝐴𝑑 × 𝐴𝑎 → ℝ specifies the immediate 
reward function and 𝛾 ∈ (0,1) is the discount factor. The 
zero-sum assumption reflects the competitive nature of 
security interactions, where the defender’s gain equals the 
attacker’s loss. 

 

The Nash equilibrium solution concept becomes 
particularly relevant in this context, as it provides a stable 
operating point where neither player can unilaterally 
improve their payoff. For our Markov game formulation, 

the equilibrium satisfies: 
 

𝑉𝑑(𝑠, 𝜋𝑑
∗ , 𝜋𝑎

∗ ) ≥ 𝑉𝑑(𝑠, 𝜋𝑑 , 𝜋𝑎
∗ ), ∀𝜋𝑑  …  (2) 

 

𝑉𝑎(𝑠, 𝜋𝑑
∗ , 𝜋𝑎

∗ ) ≥ 𝑉𝑎(𝑠, 𝜋𝑑
∗ , 𝜋𝑎), ∀𝜋𝑎 …  (3) 

 

Where 𝑉𝑑  and 𝑉𝑎  represent the value functions for 
defender and attacker respectively and 𝜋𝑑

∗ , 𝜋𝑎
∗  denote the 

equilibrium policies. This formulation extends prior work 
in by incorporating continuous action spaces suitable for 
communication system defense [15]. 
 

Contrastive feature learning 
 

Self-supervised learning through contrastive objectives 
has emerged as a powerful paradigm for extracting robust 
representations without labeled anomaly data. Following 
the framework introduced in, we employ an information-
theoretic objective that maximizes mutual information 
between differently augmented views of communication 
signals [17]: 

 

ℒ𝑐𝑜𝑛𝑡 = −𝔼 [log
𝑒

𝑓(𝑥𝑖)𝑇𝑓(𝑥𝑗)

𝜏

∑ 𝑒
𝑓(𝑥𝑖)𝑇𝑓(𝑥𝑘)

𝜏𝑁
𝑘=1

] … (4) 

 

Where 𝑥𝑖  and 𝑥𝑗  are positive pairs (augmented views of 

the same signal), 𝑓(⋅) denotes the feature encoder, 𝜏 is a 
temperature parameter and 𝑁 represents the batch size. 
This approach differs from conventional supervised 
anomaly detection by learning invariant features that 
remain stable under legitimate channel variations while 
sensitive to adversarial perturbations [13]. 

 

The contrastive learning module processes raw 
communication signals 𝑥 ∈ ℝ𝑑  through a transformer 
encoder that captures both local and global signal 
characteristics [20]: 

 

ℎ = TransformerEncoder(𝑥) … (5) 
 

Where ℎ ∈ ℝ𝑚 represents the latent feature vector. The 
attention mechanism in transformers proves particularly 
effective for communication signals, as it can adaptively 
focus on relevant frequency or temporal components 
while suppressing noise or adversarial artifacts. 

 

Adversarial dynamics in communication 
systems 

 

Modern communication systems face diverse attack 
vectors that exploit both physical-layer vulnerabilities and 
algorithmic weaknesses. Building on the taxonomy from, 
we categorize adversarial perturbations into two primary 
classes [10]: 

➢ Gradient-based attacks: Where adversaries compute 
gradients through the communication system’s neural 
components to craft subtle perturbations that 
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maximize error rates. These include variants of the Fast 
Gradient Sign Method (FGSM) adapted for 
communication signals [21]. 

➢ Protocol exploitation attacks: Which target specific 
vulnerabilities in communication protocols or 
authentication mechanisms, often bypassing 
traditional cryptographic checks through semantic 
manipulation [12]. 

The interaction between these attack modalities and 
defense strategies creates a complex adaptive system 
where both parties continuously evolve their tactics. This 
dynamic necessitates security solutions that combine real-
time detection with adaptive response mechanisms - a gap 
our dual-stream architecture specifically addresses by 
unifying the game-theoretic and self-supervised 
paradigms discussed above. 

 

Proposed Framework: Dual-Stream 
Neural Architecture for Robust 
Communication 

 

The proposed framework introduces a novel 
integration of self-supervised learning and game-theoretic 
optimization to address the limitations of existing 
approaches in secure end-to-end communication. The 
architecture consists of two complementary streams that 
operate in tandem: A contrastive learning-based 
adversarial detector and a Nash equilibrium-driven 
defense optimizer. This dual-stream design enables both 
real-time threat detection and adaptive response 
strategies while maintaining computational efficiency 
(Figure 1).  

  
 

 
 

Figure 1: Detailed architecture of the proposed dual-
stream neural architecture. 

 
 

Architecture overview 
 

The system processes input communication signals 𝐱 ∈
ℝ𝑇×𝐹  where 𝑇 represents time steps and 𝐹 denotes 
frequency bands. The first stream employs a transformer 
encoder 𝑓𝜃 with patch embeddings to extract multi-scale 
features: 

 

𝐳 = 𝑓𝜃(𝐱) = Transformer(PatchEmbed(𝐱)) … (6) 
 

Where 𝐳 ∈ ℝ𝑑constitutes the latent representation 
used for adversarial detection. The transformer 
architecture incorporates multi-head self-attention to 

capture both local and global signal characteristics, making 
it particularly suitable for communication signals that 
exhibit complex temporal and spectral dependencies. 

 

The second stream processes the same input through a 
Graph Attention Network (GAT) that models network 
nodes and their interactions: 

 

𝐠 = GAT(𝐱, ℰ) … (7) 
 

Where E represents the edge set defining 
communication links between nodes. The GAT generates 
node embeddings 𝐠 ∈ ℝ𝑘that encode spatial-temporal 
relationships critical for defense strategy optimization. 

 

Signal embedding and adversarial detection 
 

The contrastive learning stream computes threat 
probabilities by comparing latent representations of input 
signals against learned prototypes of benign and 
adversarial patterns. For each input 𝐱, we generate two 
augmented views 𝐱𝑖  and 𝐱𝑗 through stochastic signal 

transformations that preserve semantic content while 
introducing realistic variations. The contrastive loss 
function optimizes the encoder to maximize similarity 
between positive pairs: 

 

ℒ𝑐𝑜𝑛𝑡 = −log
exp(sim(𝐳𝑖,𝐳𝑗)/𝜏)

∑ 𝟙𝑘≠𝑖
2𝑁
𝑘=1 exp(sim(𝐳𝑖,𝐳𝑘)/𝜏)

 … (8) 

 
Where sim(⋅) denotes cosine similarity, 𝜏 is a 

temperature parameter and N represents the batch size. 
The resulting feature space clusters benign signals while 
separating adversarial perturbations, enabling detection 
through distance metrics. 

 

The detection module outputs a threat score 𝛼 ∈
[0,1] computed as: 

 

𝛼 = 𝜎(𝐰𝑇𝐳 + 𝑏) … (9) 
 

Where 𝜎 is the sigmoid function, 𝐰 denotes learnable 
weights and b represents the bias term. This score 
quantifies the likelihood of adversarial presence in the 
input signal. 

 

Game-theoretic defense and dynamic 
adjustment 

 

The defense optimization stream formulates security 
as a zero-sum Markov game between the communication 
system (defender) and potential attackers. The state space 
S combines signal features 𝐳, network embeddings 𝐠 and 
system metrics (e.g., bit error rate, latency): 

 

𝑠𝑡 = (𝐳𝑡 , 𝐠𝑡 , BER𝑡 , 𝜏𝑡) ∈ 𝑆 … (10) 
 

Defender actions 𝑎𝑑 ∈ 𝐴𝑑  include encryption 
parameter adjustments, authentication protocol selection 
and resource allocation strategies. Attacker actions 𝑎𝑎 ∈
𝐴𝑎 encompass various perturbation strategies modeled 
from known attack patterns. 
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The Nash equilibrium policy π_d^* for the defender 
satisfies: 
 
 

𝜋𝑑
∗ = argmin

𝜋𝑑

max
𝜋𝑎

𝔼𝑠∼𝒮[𝑅(𝑠, 𝜋𝑑 , 𝜋𝑎)] … (11) 

 

Where the reward function 𝑅 incorporates both 

security metrics (threat score 𝛼) and communication 
performance indicators. The equilibrium is approximated 
through iterative policy optimization using Proximal 
Policy Optimization (PPO), which maintains stability 
during training by limiting policy updates. 
 

Robust optimization 
 

To ensure generalization across diverse attack 
scenarios, we incorporate Wasserstein distance-based 
regularization into the training objective: 

 
 

ℒ𝑟𝑜𝑏 = max
∥𝛿∥𝑝≤𝜖

ℒ(𝑓𝜃(𝐱 + 𝛿), 𝑦) + 𝜆𝑊(ℙ𝜃 , ℙ𝑑𝑎𝑡𝑎) … (12) 

 
 

where 𝑊(⋅) denotes the Wasserstein distance between 
model predictions ℙ𝜃  and true data distribution ℙ𝑑𝑎𝑡𝑎  and 
𝜆 controls the regularization strength. This formulation 
provides stronger robustness guarantees compared to 
standard adversarial training approaches. 

 

The complete training objective combines all 
components: 

 
 

ℒ𝑡𝑜𝑡𝑎𝑙 = ℒ𝑐𝑜𝑛𝑡 + 𝛽ℒ𝑔𝑎𝑚𝑒 + 𝛾ℒ𝑟𝑜𝑏 … (13) 
 
 

Where ℒ𝑔𝑎𝑚𝑒  represents the game-theoretic loss from 

Equation 11 and 𝛽, 𝛾 are weighting hyperparameters. The 
joint optimization of these objectives enables the system to 
simultaneously learn robust feature representations and 
optimal defense strategies while maintaining stable 
convergence properties. 

 

The framework’s modular design allows seamless 
integration with existing communication protocols and 
security mechanisms. The transformer-based detection 
stream can process various signal formats (OFDM, QAM, 
etc.) through appropriate patch embedding schemes, while 
the game-theoretic defense stream adapts to different 
network topologies via the GAT architecture. This 
flexibility ensures broad applicability across diverse 
communication scenarios without requiring extensive 
system-specific modifications. 
 

Experimental Setup 
 

To validate the effectiveness of our proposed dual-
stream architecture, we conduct comprehensive 
experiments across multiple communication scenarios 
and adversarial threat models. This section details the 
experimental configuration, including benchmark 
datasets, evaluation metrics, baseline comparisons and 

implementation specifics. 
 

Datasets and communication scenarios 
 

We evaluate our framework on three distinct 
communication datasets that represent diverse 
operational environments: 

➢ RadioML 2018.01A: A comprehensive collection of 
synthetic radio signals with 24 modulation types and 
varying Signal-to-Noise Ratios (SNRs), providing a 
standardized benchmark for adversarial robustness in 
wireless systems [22]. 

➢ LTE-SIG: Real-world LTE signals captured from 
operational base stations, containing both normal 
transmissions and injected adversarial perturbations 
targeting physical layer authentication [23]. 

➢ CommGame: A newly collected dataset specifically 
designed for evaluating game-theoretic defense 
mechanisms, featuring dynamic attacker-defender 
interactions across 100+ episodes with varying 
strategies [24]. 

Each dataset undergoes preprocessing to extract time-
frequency representations using short-time Fourier 
transforms with 64 frequency bins and 256ms windows, 
creating input tensors of dimension 256 × 64. The datasets 
are split into training (60%), validation (20%) and test 
(20%) sets, with temporal continuity preserved within 
each split. 
 

Adversarial threat models 
 

We consider four classes of adversarial attacks that 
represent realistic threats to communication systems: 

➢ White-box gradient attacks: Including FGSM and PGD 
adapted for communication signals with l_∞ 
perturbations bounded by ϵ=0.1 [21,25]. 

➢ Black-box transfer attacks: Utilizing surrogate 
models trained on subsets of the target data to generate 
adversarial examples without direct access to the 
victim system. 

➢ Protocol exploitation attacks: Implementing 
semantic manipulations of packet headers and timing 
characteristics as described in [26]. 

➢ Adaptive game-theoretic attackers: Following the 
framework of Equation 11, where attackers 
dynamically adjust strategies based on observed 
defense mechanisms. 

For each attack type, we generate both targeted 
(causing specific misclassifications) and untargeted 
(general degradation) variants across all SNR levels in the 
datasets. 
 

Baseline methods 
 

We compare our approach against five state-of-the-art 
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baselines representing different security paradigms: 

➢ AdvComm: A adversarially trained CNN architecture 
with gradient masking [27]. 

➢ GameDefense: A pure game-theoretic defense system 
without neural components [28]. 

➢ SSLComm: A contrastive learning-based detector 
without game-theoretic optimization [29]. 

➢ HybridSecure: A cascade of traditional cryptography 
and neural anomaly detection [30]. 

➢ RobustAE: An autoencoder variant with certified 
robustness guarantees [31]. 

Each baseline is implemented using author-provided 
code when available and trained on identical datasets with 
hyperparameters optimized via grid search on the 
validation set. 
 

Evaluation metrics 
 

We employ five complementary metrics to assess 
different aspects of system performance: 

➢ Detection Accuracy (DA): 
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
 for adversarial 

example identification. 

➢ Bit Error Rate under Attack (BER-A): 
Communication quality metric during active attacks. 

➢ Nash Convergence Index (NCI): 1 −
∥𝜋𝑑

𝑡+1−𝜋𝑑
𝑡 ∥2

∥𝜋𝑑
𝑡 ∥2

 

measuring stability of defense policies. 

➢ Attack Success Rate (ASR): 
Successful Attacks

Total Attacks
 for targeted 

attacks. 

➢ Robustness Coefficient (RC): min𝛿∈𝛥
∥𝑓(𝑥+𝛿)−𝑓(𝑥)∥2

∥𝛿∥2
 

quantifying sensitivity to perturbations. 

All metrics are computed over the test set with 95% 
confidence intervals estimated via bootstrap sampling. 
 

Implementation details 
 

The transformer encoder in the detection stream uses 
6 layers with 8 attention heads and hidden dimension 512. 
The GAT in the defense stream contains 3 graph attention 
layers with 64-dimensional node representations. Both 
streams are implemented in PyTorch and trained end-to-
end using the Adam optimizer with initial learning rate 1e-
4 and batch size 128. 

 

The game-theoretic optimization employs PPO with 
clip parameter 0.2 and Generalized Advantage Estimation 
(GAE) with λ=0.95. Training proceeds for 100 epochs with 
early stopping if validation loss fails to improve for 10 
consecutive epochs. All experiments are conducted on 
NVIDIA V100 GPUs with 32GB memory, with average 
training times of 8 hours per dataset. 

 

For fair comparison, all baselines are allocated 
equivalent computational resources and training 
durations. Hyperparameters for the proposed method are 
tuned on the validation set, with final configurations 
selected to maximize the harmonic mean of DA and RC 
metrics. The weighting coefficients in Equation 13 are set 
to β=0.7 and γ=0.3 based on ablation studies showing this 
balance optimizes both detection and defense 
performance. 
 

Experimental Results 
 

The experimental evaluation demonstrates the 
effectiveness of our dual-stream architecture across 
multiple dimensions of adversarial robustness and 
communication security. We present quantitative 
comparisons against baselines, ablation studies and 
qualitative analyses of the learned defense strategies. 
 

Detection performance 
 

Our framework achieves superior adversarial detection 
accuracy compared to all baseline methods across all three 
datasets. Table 1 shows the comprehensive comparison of 
detection rates under various attack scenarios. 
 

Table 1: Adversarial detection accuracy (%) across 
different attack types and datasets 

 

Method 

RadioML 
(white-

box) 

LTE-SIG 
(black-

box) 

CommGa
me 

(adaptive
) 

Averag
e 

AdvCom
m 78.2 ± 1.4 72.8 ± 2.1 65.3 ± 3.2 72.1 

GameDef
ense 68.5 ± 2.7 71.4 ± 1.9 82.6 ± 2.8 74.2 

SSLCom
m 85.7 ± 1.2 83.6 ± 1.5 70.1 ± 2.4 79.8 

HybridSe
cure 81.3 ± 1.8 79.2 ± 2.3 75.4 ± 3.1 78.6 

RobustA
E 83.1 ± 1.1 80.7 ± 1.8 68.9 ± 2.7 77.6 

Ours 92.4 ± 0.9 89.3 ± 1.2 86.7 ± 2.1 89.5 
 

The proposed method achieves an average detection 
accuracy improvement of 9.7% points over the best 
baseline (SSLComm), with particularly strong 
performance against adaptive attacks where the game-
theoretic stream provides critical advantages. The dual-
stream architecture’s ability to simultaneously leverage 
self-supervised features and dynamic defense 
optimization accounts for this consistent superiority 
across diverse threat models. 
 

Communication quality under attack 
 

Beyond detection capabilities, we evaluate how 
effectively each method maintains communication quality 
during active attacks. Figure 2 illustrates the Bit Error 
Rate (BER) degradation under increasing attack intensity 
for the RadioML dataset. 
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Figure 2: Bit error rate under varying attack 
intensities for different defense methods. 

 
 

Our framework demonstrates significantly more 
graceful degradation compared to baselines, maintaining 
BER below 10^-3 even at high attack intensities (ε =0.15). 
This resilience stems from the Nash equilibrium 
optimization in the defense stream, which proactively 
adjusts communication parameters to mitigate potential 
attack impacts before they fully manifest. 

 

The quantitative BER results across all datasets are 
summarized in Table 2. 

 

Table 2: Bit error rate (×10^-3) under maximum attack 
intensity (ε =0.15). 
 

Method 
RadioM

L 
LTE-
SIG 

CommGam
e Average 

No defense 48.7 52.3 63.1 54.7 

AdvComm 12.4 15.2 18.9 15.5 
GameDefens

e 9.8 11.7 14.3 11.9 

SSLComm 14.6 16.8 20.1 17.2 
HybridSecur

e 11.2 13.5 16.7 13.8 

RobustAE 13.1 14.9 19.4 15.8 

Ours 7.3 8.9 11.2 9.1 
 

The proposed method reduces BER by 38.6% 
compared to the best baseline (GameDefense), 
demonstrating that the integration of self-supervised 
detection with game-theoretic defense provides superior 
protection for communication quality. 
 

Nash equilibrium analysis 
 

The game-theoretic properties of our framework are 
evaluated through convergence analysis and equilibrium 
verification. Figure 3 shows the Nash Convergence Index 
(NCI) during training across different datasets. 
 

 

 
 

Figure 3: Convergence dynamics of defense policies 
during training. 

 
 

Our method achieves stable convergence (NCI>0.95) 
within 40 epochs for all datasets, indicating that the 
defense policies reliably approach Nash equilibrium. This 
convergence behavior contrasts with the oscillating 
patterns observed in pure game-theoretic baselines 
(GameDefense), demonstrating the stabilizing effect of 
combining equilibrium optimization with learned feature 
representations. 

 

The reward matrix heatmap in figure 4 provides 
insight into the strategic dynamics between attackers and 
defenders at equilibrium. 
 
 

 
 

Figure 4: Reward matrix for attacker-defender 
strategy pairs at Nash equilibrium. 

 
 

The heatmap reveals distinct equilibrium points where 
neither player can improve their payoff through unilateral 
strategy changes. Our framework’s ability to identify and 
maintain these optimal operating points accounts for its 
robustness against adaptive attacks. 
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Feature space analysis 
 

The quality of learned representations in the self-
supervised stream is evaluated through latent space 
visualization. Figure 5 shows the t-SNE projection of 
feature vectors for benign and adversarial samples. 
 
 

 
 

Figure 5: Two-dimensional t-SNE projection of 
learned feature representations 

 
 

The clear separation between benign and adversarial 
clusters demonstrates the effectiveness of the contrastive 
learning objective in creating a discriminative feature 
space. Quantitative analysis using silhouette scores shows 
our method achieves 0.68 ± 0.04 compared to 0.51 ± 0.05 
for SSLComm, confirming superior cluster separation. 

 

Ablation study 
 

We conduct systematic ablation experiments to 
evaluate the contribution of each architectural component. 
Table 3 presents the results of removing key elements 
from our full model. 

 

Table 3: Ablation study on the RadioML dataset 
(detection accuracy %). 

 

Configuration 
White-

box 
Black-

box Adaptive Average 

Full model 92.4 89.3 86.7 89.5 
W/o contrastive 

learning 
84.1 (-

8.3) 
81.2 (-

8.1) 
78.5 (-

8.2) 
81.3 (-

8.2) 
W/o game-

theoretic 
stream 

87.6 (-
4.8) 

85.4 (-
3.9) 

72.8 (-
13.9) 

81.9 (-
7.6) 

W/o 
transformer 

encoder 
85.3 (-

7.1) 
83.7 (-

5.6) 
80.1 (-

6.6) 
83.0 (-

6.5) 
W/o robust 

optimization 
89.2 (-

3.2) 
86.5 (-

2.8) 
83.4 (-

3.3) 
86.4 (-

3.1) 
 

The results demonstrate that all components 
contribute significantly to overall performance, with the 
game-theoretic stream being particularly crucial for 

handling adaptive attacks (13.9% drop when removed). 
The contrastive learning module shows consistent 
importance across all attack types, while robust 
optimization provides measurable benefits despite being 
the least critical component. 
 

Computational efficiency 
 

Despite its sophisticated architecture, our framework 
maintains practical computational requirements. Table 4 
compares inference latency and memory usage. 
 

Table 4: Computational requirements comparison (batch 
size=64). 

 

Method Latency (ms) Memory (MB) 
Params 

(M) 

AdvComm 12.4 342 4.2 

GameDefense 18.7 287 3.1 

SSLComm 15.2 398 5.7 

HybridSecure 22.1 512 6.8 

RobustAE 19.5 467 5.9 

Ours 16.8 423 5.1 
 

The proposed method achieves competitive efficiency, 
with only 35% higher latency than the fastest baseline 
(AdvComm) while providing significantly superior 
security guarantees. The parallel processing of the dual 
streams enables this favorable trade-off between 
complexity and performance. 

 

Discussion and Future Work 
 

Limitations and challenges of the proposed 
framework 

 

While our dual-stream architecture demonstrates 
significant improvements over existing approaches, 
several limitations warrant discussion. The current 
implementation assumes perfect channel state 
information during adversarial detection, which may not 
hold in highly dynamic environments with rapid fading or 
mobility. The game-theoretic formulation also requires 
accurate modeling of attacker capabilities and objectives - 
an assumption that could be violated by sophisticated 
adversaries employing deceptive strategies [32]. 

 

The computational complexity of maintaining Nash 
equilibrium policies grows polynomially with the action 
space dimensionality, creating scalability challenges for 
large-scale networks with numerous nodes. Although our 
transformer-GAT hybrid architecture mitigates this 
through hierarchical processing, fundamental limitations 
remain in real-time applications requiring sub-millisecond 
response times. The contrastive learning stream’s 
performance also depends on the diversity of training 
augmentations, potentially limiting generalization to novel 
attack modalities not represented in the augmentation 
space. 
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Broader applications and future directions 
 

The principles underlying our framework extend 
beyond communication security to several promising 
domains. The dual-stream paradigm could enhance 
robustness in cyber-physical systems where detection and 
control must be tightly integrated, such as autonomous 
vehicle networks [33]. The game-theoretic component 
naturally applies to multi-agent reinforcement learning 
scenarios requiring competitive equilibrium analysis [34]. 

 
Future research should investigate three key 

extensions: 

▪ Online adaptation mechanisms that continuously 
update threat models and defense policies without full 
retraining, addressing the current framework’s static 
training assumption. 

▪ Federated learning integration to enable collaborative 
security across distributed nodes while preserving 
privacy, building on recent advances in decentralized 
contrastive learning [35]. 

▪ Quantum-resistant formulations that anticipate post-
quantum cryptographic threats, particularly relevant 
as quantum communication networks emerge [36]. 

Ethical considerations and responsible depl-
oyment 

 

The development of advanced adversarial defense 
systems raises important ethical questions that must be 
addressed. While improving communication security 
benefits legitimate users, the same techniques could 
potentially be weaponized to create more sophisticated 
attacks or circumvent lawful interception mechanisms 
[37]. The game-theoretic framework’s explicit modeling of 
attacker behavior also risks normalizing adversarial 
strategies that might not otherwise be considered. 

 

We advocate for three responsible deployment 
principles: 

➢ Transparency in capability limitations to prevent over-
reliance on automated defenses, particularly in safety-
critical applications. 

➢ Adversarial testing protocols that systematically 
evaluate potential misuse scenarios before 
deployment. 

➢ Regulatory compliance frameworks ensuring 
alignment with communication security standards and 
privacy laws [38]. 

The balance between security and accessibility remains 
a fundamental challenge, as overly aggressive defense 
mechanisms might inadvertently exclude legitimate users 
operating in marginal channel conditions. Future work 
should develop inclusive robustness metrics that account 
for both security and equitable access considerations [39]. 

Conclusion 
 

The proposed dual-stream neural architecture 
establishes a new paradigm for secure end-to-end 
communication by unifying self-supervised adversarial 
detection with game-theoretic defense optimization. 
Through extensive experimentation across diverse 
datasets and attack scenarios, the framework 
demonstrates significant improvements in both threat 
detection accuracy (89.5% average) and communication 
quality preservation (9.1×10^-3 BER under attack) 
compared to existing approaches. The transformer-based 
contrastive learning stream effectively clusters benign 
signals while isolating adversarial perturbations in the 
latent space, achieving superior separability as evidenced 
by 0.68 silhouette scores. Simultaneously, the Nash 
equilibrium optimization in the defense stream provides 
provable robustness guarantees, maintaining stable 
convergence (NCI>0.95) against adaptive attackers. The 
modular design enables seamless integration with existing 
communication protocols while maintaining practical 
computational requirements (16.8ms latency). These 
advances address critical gaps in current systems that 
treat detection and mitigation as separate concerns, 
offering instead a unified solution where both components 
co-optimize through joint training objectives. The 
framework’s success stems from its theoretical grounding 
in Markov game theory and contrastive learning 
principles, combined with innovative architectural choices 
like the graph attention network for modeling network-
level interactions. Future extensions could explore 
federated learning deployments and quantum-resistant 
formulations to address emerging challenges in next-
generation communication networks. This work bridges 
the long-standing divide between machine learning-based 
security and theoretical robustness guarantees, providing 
both practical tools for immediate deployment and 
foundational insights for ongoing research in adversarial-
resilient systems. 
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