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Abstract

Cybersecurity breaches in healthcare often stem from human-factor vulnerabilities such as phishing, social
engineering and policy non-compliance. Despite evolving technical defenses, behavioral risk remains a critical gap.
This study uses Protection Motivation Theory (PMT) to examine how healthcare cybersecurity professionals
perceive and address these threats. Semi-structured interviews with ten professionals revealed five themes: (1)
tension between clinical workflows and security, (2) limited impact of generic training, (3) policy inconsistencies
among leadership, (4) value of mentorship and IT presence and; (5) need for behavioral design in policies and
technology. Findings suggest healthcare cybersecurity must prioritize human-centered design, participatory
policy-making and adaptive interventions, offering practical insights to bolster cyber resilience.
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Introduction

Cybersecurity presents a rapidly escalating risk in
healthcare, where sensitive patient data, operational
dependencies and outdated infrastructure create
significant exposure. Healthcare organizations are
increasingly targeted, with more than 60% of breaches
attributed to human-factor vulnerabilities such as
phishing, social engineering and policy non-compliance [1-
3]. These threats jeopardize not just privacy and
institutional reputation but also disrupt critical care
delivery and patient safety. Investments in technical
controls, such as firewalls and endpoint detection, have
increased. However, these solutions often miss behavior-
driven threats. Human error remains the primary
vulnerability, especially in high-pressure settings, with
login fatigue and misaligned security procedures [4].
Despite increased awareness organizations continue to
prioritize technology over interventions that align with
workflow and behavior. This can reduce overall cyber
resilience. This study addresses a critical gap: the missing
integration of behavioral science in healthcare
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cybersecurity programs. We apply Protection Motivation
Theory (PMT) to examine how security leaders assess and
mitigate human-factor risks in real-world contexts. PMT is
widely used to study end-user behavior [5,6]. Few
analyses, however, focus on those who design and enforce
enterprise security protocols. Our primary goal is to
provide actionable insights for healthcare cybersecurity
leaders. We use qualitative interviews and thematic
analysis to identify key barriers and enablers to behavioral

compliance. = The  research  provides  practical
recommendations for aligning security strategies with
clinical operations. These findings suggest new

approaches to integrating behavioral insights into security
frameworks. This approach can strengthen resilience and
reduce enterprise risk.

Materials and Methods
Research design
This study employed a generic qualitative inquiry

approach to explore how cybersecurity professionals
perceive and address human-factor vulnerabilities in
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healthcare organizations. This approach was selected to
allow flexibility in gathering nuanced, experience-based
insights from practitioners, without being confined to the
rigid methodological constraints of traditions such as
grounded theory or phenomenology [7]. Protection
Motivation Theory (PMT) guided the development of the
interview protocol, framing questions around core
constructs, including threat appraisal (perceived severity
and vulnerability) and coping appraisal (response efficacy
and self-efficacy). Thematic analysis was conducted
following Braun and Clarke’s six-phase framework [8].

Participants and sampling

We employed purposive sampling to recruit U.S. based
healthcare professionals with expertise in cybersecurity.
Eligible participants had at least three years’ experience
and were directly involved in designing, implementing or
enforcing human-factor risk mitigation policies and
practices.

Although we originally sought 20 participants, thematic
saturation was reached after 10 inter views, as seen in
prior healthcare and cybersecurity studies [9]. The final
sample comprised a diverse mix of individuals, including
engineers, compliance officers, IT managers and clinical
staff serving on cybersecurity committees.

Data collection

Interviews were conducted via zoom in audio-only
format and lasted approximately 45-60 minutes each.
Informed consent was obtained from all participants and
ethical approval was granted by the Capella University
Institutional Review Board (IRB 2025-51). A semi-
structured interview guide, reviewed by domain experts,
was used to ensure alignment with PMT constructs and the
research question.

Example questions included:

» How serious are cybersecurity threats in your current
healthcare setting?

» What barriers do you encounter when enforcing
security policies among non-technical staff?

» How confident are you in the effectiveness of your
organization’s security training or compliance
programs?

Following the interviews, recordings were transcribed
verbatim and deidentified. All data were then securely
stored on encrypted, password-protected servers.

Data analysis

Data were thematically analyzed using NVivo 12.
Thematic analysis used Braun and Clarke’s six steps [8]:

» Data familiarization;

» Initial coding;
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» Preliminary theme identification;
» Theme review and refinement;

» Final theme naming and;

» Theme integration into reporting.

coding approach
emergent themes.

A hybrid deductive-inductive
captured both theory-driven and
Trustworthiness was enhanced by:

» Member checking: Participants reviewed their

transcripts for accuracy [10];

> Triangulation: Themes were compared with
practitioner reports and relevant literature;

> Reflexivity: The researcher kept a journal to note
assumptions, decisions and insights.

Ethical considerations

The study was conducted in accordance with the ethical
principles outlined in the Belmont report, including
respect for persons, beneficence and justice [11].
Participants were informed of their rights and the
voluntary nature of participation. No identifiable
information was included in published findings. Data will
be retained securely for a minimum of three years, as
required by IRB protocol.

Results

Thematic analysis of ten semi-structured interviews
revealed five major themes concerning how cybersecurity
professionals perceive and manage human-factor
vulnerabilities in healthcare. The themes (1) tension
between policy and workflow; (2) limited efficacy of
training; (3) organizational culture and compliance
inconsistency; (4) engagement and mentorship and; (5)
behavioral integration in cybersecurity policy design each
correspond to specific Protection Motivation Theory
(PMT) constructs such as perceived vulnerability, coping
response and self-efficacy. These alignments are
illustrated in the findings and supported by representative
participant quotes.

[ Threat Appraisal

Theme 1: Tension Between
(Perceived Severity / Vulnerability)

Policy and Workflow

il

Theme 2: Limited Training Efficacy

—_—
Coping Appraisal
(Response Efficacy) =~
Theme 3: Compliance
Double Standards
Self-Efficacy Theme 4: Mentorship
and Engagement
Ny ~
Theme 5: Behavioral
Integration in Policy

Figure 1: Mapping of interview themes to protection
motivation theory constructs.
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Tension between security policies and
clinical workflows

Participants frequently cited conflicts between security
requirements and the realities of clinical operations,
especially during high-stress scenarios. Multi-Factor
Authentication (MFA), session timeouts and login
requirements were described as disruptive.

We ask nurses to log in and out constantly. During an
emergency, they don’t have time for that, so they share
credentials. It's not ideal, but it happens - P4, Nurse on
Cybersecurity Committee.

This theme illustrates threat appraisal under
Protection Motivation Theory (PMT) by showing how
participants perceive increased vulnerability to security
breaches due to clinical operational constraints.

Limited efficacy of generic training

Participants widely criticized annual cybersecurity
training as ineffective. Training modules were viewed as
generic, disengaging and disconnected from day-to-day
responsibilities.

» Annual training feels like a checkbox. People click
through slides without reading. It doesn’t stick - P9,
Senior cybersecurity engineer;

» We started using phishing simulations. That gets
attention. When someone clicks, they’re more receptive
to real conversations - P2, Director of information
security.

This theme highlights low response efficacy (a lack of
belief that training methods are effective) and self-efficacy
(doubt in one’s personal ability to apply training),
reflecting staff concerns about both the content and their
preparedness for real threats.
and

Organizational culture

double standards

compliance

Several participants described inconsistencies in the
enforcement of cybersecurity policies, particularly when
leadership or physicians were exempted from rules.

» When management ignores policies or overrides them,
others notice. It sets a tone that security is optional-
P10, Cybersecurity engineer;

» Doctors get frustrated with MFA. Sometimes IT disables
it to avoid conflict-P5, Nurse on cybersecurity
committee.

These practices weaken coping appraisal by signaling
that following protocols is unnecessary, which reduces
staff’'s assessment of their ability and motivation to comply
with security requirements.
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Value of and

mentorship

engagement, visibility

Participants emphasized the importance of visible and
approachable cybersecurity personnel. Embedding IT staff
in clinical areas was seen as a way to improve trust and
cooperation.

» We have IT liaisons who rotate through departments. It
builds trust. People are more likely to report something
suspicious - P6, Associate Director EMR Applications;

» Pairing new nurses with experienced staff who
understand cybersecurity helps normalize good
behavior early on - P7, Nurse on Cybersecurity
Committee.

This theme indicates that when staff receive visible,
relational support such as embedded IT personnel or peer
mentoring they feel more confident and empowered to use
secure practices. These interactions promote self-efficacy
and in turn, increase the likelihood of secure behavior
throughout the organization.

Behavioral and

technology

integration in policy

Participants advocated for end-user involvement in the
creation of policies and technologies. Suggestions included
nudges, gamified reminders and real-time feedback
mechanisms.

» Security training should feel relevant. Pop-up
reminders for MFA or phishing tips at login screens
would be better than long lectures - P3, Product
manager with nursing background;

» We need policies designed with clinicians, not just for
them - P1, help desk analyst.

This supports both response efficacy and threat
appraisal, as involving end users in co-designing policies
and interventions makes compliance more practical and
likely.

Theme frequency summary

Table 1: Presents the frequency of theme mentions
across the ten interviews.

Frequency
(mentions
across
Theme participants)

Phishing concerns 10
Training ineffectiveness 10
Unit-specific training recommendation 9
IT staff training recommendation 8
Shared credential use 8
Workflow vs. compliance conflict 8
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Inclusion in policy creation

Mentorship value 7

Discussion

This study explored how cybersecurity professionals in
healthcare settings perceive and mitigate human-factor
vulnerabilities. Using Protection Motivation Theory (PMT)
as an analytical lens, the findings highlight a shared
awareness of behavioral risks such as phishing, credential
misuse and policy non-compliance yet also reveal systemic
barriers that limit the effectiveness of security
interventions. Participants identified key challenges,
including policy-workflow misalignment, inconsistent
enforcement and disengaging training programs. At the
same time, they emphasized promising strategies, such as
unit-specific training, peer mentorship and participatory
policy design.

PMT constructs helped structure these insights.
Participants consistently demonstrated strong threat
appraisal, recognizing both the likelihood and
consequences of cyber incidents in clinical settings. Coping
appraisal was more variable. While technical safeguards
like multi-factor authentication were appreciated,
behavioral interventions often lacked clinical integration
or user engagement. Self-efficacy was closely tied to
organizational culture, influenced by leadership behavior
and the visibility of cybersecurity personnel.

These findings build on prior research examining the
behavioral dimensions of cybersecurity in healthcare
settings, which similarly highlight challenges such as
training fatigue and policy resistance [4,6,9,12-14]. Recent
reviews underscore the persistent limitations of generic
cybersecurity training in healthcare and call for more
context-specific and adaptive strategies [15]. For example,
Abouelmehdi et al. (2024) recommend integrating
simulation-based and role-tailored learning to better
match clinical workflows and user realities.

Unlike much of the existing literature that focuses on
end wusers, this study centers on cybersecurity
professionals  those responsible for  designing,
implementing and enforcing security protocols. This shift
in perspective underscores the influence of institutional
dynamics and leadership behavior on the success of
behavioral interventions.

Importantly, the study extends PMT’s application
beyond  individual compliance to  encompass
organizational governance and leadership. While PMT has
traditionally focused on end-user decision making [5,6,8],
these findings show that coping appraisal and self-efficacy
are shaped not only by individual perceptions but also by
environmental, cultural and managerial contexts. Recent
work by Renaud et al. (2023) advocates for integrating
behavioral science more systematically into cybersecurity
governance frameworks, reinforcing the need for

leadership-driven interventions [16].
Volume 1 Issue 5 (Sep-Oct) 2025

Practical implications include the
recommendations for healthcare organizations:

following

» Design policies that align with clinical workflows and
involve frontline staff in their development;

» Deliver tiered, interactive training tailored to specific
roles and contexts;

» Improve IT visibility through embedded personnel or
departmental liaisons to build trust;

» Implement mentorship programs during onboarding to
model secure behaviors.

Theoretical implications suggest that PMT should be
integrated with broader frameworks that address
environmental, cultural and structural influences.
Overreliance on individual intent, without acknowledging
institutional context, may limit the impact of behavioral
cybersecurity interventions.

Limitations include the small sample size (n=10),
which, while sufficient for thematic saturation, may
restrict generalizability beyond U.S. based healthcare
organizations. Although reflexivity and confidentiality
were used to mitigate social desirability bias, it cannot be
entirely ruled out.

Future research should compare perspectives across
clinical and technical roles, assess long-term impacts of
adaptive training programs and explore the relationship
between self-efficacy and behavior change using mixed-
method or longitudinal approaches.

Conclusions

This study explored how cybersecurity professionals in
healthcare perceive and respond to human-factor
vulnerabilities, using Protection Motivation Theory (PMT)
as a guiding framework. The findings reveal persistent
challenges such as misalignment between workflows and
policies, training fatigue and inconsistent enforcement—
that undermine secure behaviors. At the same time,
participants emphasized the value of practical, human-
centered strategies, including role-specific training, peer
mentorship and participatory policy design.

By focusing on cybersecurity implementers rather than
end users, this research addresses a critical gap in the
literature. It highlights how institutional culture,
leadership behavior and visibility of cybersecurity
personnel shape compliance and policy adoption.
Integrating behavioral science with organizational
cybersecurity strategy is essential.

For healthcare institutions seeking to strengthen cyber
resilience, these results support a shift toward trust-
building, workflow-aligned policies and inclusive
governance. Embedding behavioral insights into security
frameworks can lead to more sustainable and effective
protection against evolving threats.
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